Search Wairant

STATE OF MAINE UNIFTED CRIMINAL COURT
ANDROSCOGGIN, ss, LOCATION: Lewistoy

DOCKET NO, 5% 23 \(OS

IN RE: SEARCH WARRANT FOR
WHITE 2013 SUBARU OUTBACK
BEARING MAINE PC 9246PD
OWNED BY ROBERT CARD

SEARCH WARRANT
[MLR.U, Crim. P, 41 & 41B)

PR N R )

To: Any officer authorized by law to execute this Search Wavrant;

Affidavit having been mads before me by Benjamin Handzel of the Maine State Police; and as [
am satisfied that there is probable cause {o believe that prounds Tos the issuance of a seatch
warrant exist, you are hereby commanded {o seatch the place(s) or person(s) specified herein and,
if the specified property is found, to seize such property and prepare a written inventory of the

property seized,

Part It Loeated on or nbout the property described below, namely:
A, A White 2013 Subaru Outback registered io ROBERT CARD (DOB 04/04/1983) with
Maine Passenger Car Plate 9246PD and VIN #4S4BRDLCED2257621, currently at the
Maine $tate Police Crime Lab in Augusta.
B. Any and ail electronic sysicms onboard the vehicle that collects, maintains, and/or stores
data including but not limited to the vehicle's infotainment system and/or lelematics

devices with the above described vehicle.

PART IT: There ia certain evidence or proporty, namely:

A. Based upon (he affidavit, T find that there is probable cause 1o believe the property listed

above cither contains evidence of, or itself constitutes an instrumentality of Murder of 17-
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Search Warrant

A M.R.S. § 201, is subject to search under M.R.U, Ctim, P, 41 & 418, und should

therefore be seized and searched for the following items;

1,

Live and deleted user ativibution data including user accounts, e-mail accounts,
passwords, PIN codes, patletns, methods of payment, account names, user names,
sereen names, remote data storage accounts, documents, files, metadata, log files, user
voice profites and other biometric tdentifiers or any other information and evidence that

may demonsirate atiribution to n particular user or users;

Live and deleted Mgtorical navigation data tracks, 10utes, and waypoints, GP'S fixes,
favorites, past journays, trip logs, and user entered data, Latitude, Longitudo, and
Altitude coordinales, and related dates and tlines;

Eive and deleted logs, records, documents, and other items that may constitute evidence,

contraband, Truils, and/or instrumentatities of violations of erime(s) listed;

Live and deleted contact Lists, call logs, text messages and multimedia messages (SMS
and MMS roessages), e-mails, chats, video confeience conununication data, contact
information, installed application informalion including their conlent and wny other

information which cen be nsed to identify potentially assoctaled peisons;

Live and deleted passwords, password files, PIN codes, enciyption codes, or other
information necessaty to access tho digital device or data stored on the digital device

such as hidden file applications;

Live and deleted documents, programs, pictures, videos, audio files, text files, daiabases,
application data, calendar entries, user dictionaries, malware, viruses, iracking or other

remote monitoring soflware, and any associated metadata;

Live and delfeted web browser history, web browser bookmnrks, temporary Internet
files, cooldes, seavched items, downloaded and uploaded files, social networking

websites or applications; and
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Search Warrant

8. Live and deleted data stored on removable media auch as Subsoriber Kentity Modules
(STM caxds), flash memory stotage devices such as Sceure Digital (SD) and Micro SD
media cards and any associated wireless devices (Blustooth, Wi-l, or other

technology).

9. Any and all data stored in the infotainment or telematics system of & white colored
2013 Submu Guiback, bearing VIN # 454BRDILC8D2257621 und ME Registration
9246PD. The vehicls is currently registered to Robert Card, DOB 04/04/1983 with an
address of 941 Meadow Road, Bowdoin Maine,

Youy nffiont or athers from my depariment/agency will veview the material received
for evidence relating (o Murder in order fo extract information that falls wunder the
search warrant parameters, The seized materind will inchede information that
demonstrates the identity of the mdividunl produeing communications or using the
vehiele,

This Court is authorized to issue this wartant pursuant to 13 MRS, §§ 35 & 56.

[X ] Waiver of Notice to Owner or User of Electronic Device, Based on the facts sef forth in
the sffidavit, aud pursuant to MLR.U, Crim, T, 41B(c) & (d) and 16 M.R.S. §§ 643(2) & 649(2),
It is hereby ORDERED that the notifiention ordinarily required under 16 M.R.S. §§ 643 &
649 is waived, based on the determination that suel disefosure would have an adverse result;
for the reagons marked below:

_ A (1y3mmedinte danger of death or serious physical injury,

__ % (2) flight from prosecuiion,

__%__{3) destructlon of vr tampeving with evidence,

_____{4) intimidation of n potential witness,

X (8) seriously jeopardizing an investigation, or

{6) undue delay of a trial,
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Semch Wiiant

In oider to successfully complete & forensic exfraction from an Infotaimment System, you are
authorized to sepair device(s), replace the screen(s), teplace the chassis, reconncet wires, or replace
batteries, You ate also authorized to employ advanced forensic processes to bypass locked display
screens and other data access restrictions, Advanced processes may include potentially destiuctive
processes such ay gaining root and/or Super user access, ITAG, ISP-JTAG and chip-off.

The exeouting law enforcement offices(s) may enlist the aid of a Jaw enforcement compufer forensic
laboratory and/fot ceriified digital evidence examiner(s) to include the New York State Police in the
searching, vicwing, photographing, recording, copying, forensic imagining, and analysis of any and

all of the information described,

ANYTIME WARRANT
This warrant shall be executed anylime and shall be returned, together with a written

inventory, within 14 days of the issuance hereof, to the Maine District Court located in Lewiston,

Maine.
Issned Iy _Hallowell , Maine tn the County of __tennebec this
oy day of _ Qctobor, 2023, at 810 AM- PM.

NI

strigt Codrt Judge
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Search Wariant Affidavit

STATE OF MAINE UNIFHLD CRIMINAL COURT
ANDROSCOGGIN, ss, LOCATION: Lewiston

DOCKETNO. i 0% [0S

(N RE; SEARCH WARRANT FOR
WHITE 2013 SUBARU OUTBACK
BEARING MAINE PC 92460D
OWNED BY ROBERT CARD

AFFIDAVIT AND REQUEST
FOR SEARCH WARRANT
[M.R.U. Crim, P, 41 & 41B]
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AFFIDAVIT OF BINJAMIN HANDZEL OF THE
MAINE STATE POLICE

1, Benjamin Handzel, a duly sworn law enforcement officer for the Maine Stato Police, hereby

state under oath and upon penalties and pains of perjury that thete is probable cause to belicve
that

Paxt X; Located on or about the property descrilred below, namely:

A. A While 2013 Subara Qutback registered to ROBERT CARD (DOB (14/04/1983) with
Maine Passenget Car Plate 9246PD and VIN #4S4BRDLCRD2257621, euwrently af the
Maine Stae Police Crime Lab in Angusta,

R, Any and all electionic systems onboard the vehicls that collects, maintatng, and/or stores
data lnclading but not limited to the vehicle's infotainment system and/or telematios
devices with the above desciibed vehicle,

Part 11 Thero is certain evidence or proporty, namely: Based upon the foregoing, 1
respectfully submit that there is probable cause to bolieve the property listed above either
contains evidence of, or Hsclf constitules an insteumentality of Murder in violation of 17-A
M.R.S. § 201, which ate subjest to search under MR, Crim, P, 41 & 41B, and should
therafore he seized and searched for the following itemns;

A, Live and deleled wser attribution date including user accounts, e-mail accounts, passwords,
PIN codes, patterns, methods of payment, account names, User hames, SCI6en names, 1emote

dala storage accounts, documents, filos, metadata, log files, user voice profiles and other
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Semrch Wareant Aflidavit

B,
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biometric identifiers or any other information and cvidence that may demonstrate aliribution

to a particular user or users;

Live and deloted historical vavigation data fracks, routes, and waypoints, GPS fixes,

favorites, past journeys, trip fogs, and user entered data, Lafitude, Longilude, and Allitude
coordinates, and vefated dates and Hies;

Live and deleted logs, records, documents, and othiey items that may constifute evidence,

conhaband, fiuits, and/or instrumentalities of violations of crime(s) listod;

Live and defeted contact lists, call logs, text messages and multimedia messages (SMS and
MMS messages), e-mails, ohats, video conference communication data, contact
infonmation, installed applcation information including thelr conmtent and any olher

informmation which can be used to idondify potentially associated pevsons;

Live and deleted passwords, password files, PIN c¢odes, encryption codes, or other
information necessury to access the digital deviee or data stored on the digital deviee such

as hiddon file applications;

Live and deloted documents, progeams, picties, videos, audio files, text files, databases,
application data, calendar entries, vser dictionaries, malwave, viruses, tracking or other
remote monitoring softwate, and any associated meiadata;

Live and doleted web browser history, web browser bookimarks, tempotary Inlernet files,
cookies, searched items, downloaded and uploaded files, social notworking websiles or

applications; and

Live and deleted data slored on removable media such as Subseriber Identity Modules (SIM
catds), flash memory storago devies such as Secure Digital (SD) and Micro SD media cards

and any assoclated wircless devices (Bluclooth, Wi-Fi, or other technology).
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Search Warant Affidavil

Your afftart or others frara nty depavtment/agency will review the material received
for evidence relating to Murder in order to extract iuformation that falls ander the
geareh whrrant parameters. Tho scized material will include information that
demonstrates the identity of the lndividanl producing conununications or using the
vohicle,

This Coutt is authorized to issue this wacant pursaant to 15 MUR.S, §§ 55 & 56.

Pavt DL My concluglon that such probable canse exists is based on the following
factual tnfermation:
A, Introduction

1, T, Benjamin Handzel, Detective for the Maine State Police, nuke this affidavit In
support of an application for a search and seizure warcant under Title 16, Chapter 3,
Subchapters 10 & 11 as well 4s Rule 418 of the Maine Rules of Unified Criminal
Proceduve, T have reason to believe that a particular motor vehicle’s Tnfotainment
System and refated storage media may contain evidence identifying and linking,
vielim{s), suspect(s), and possible witness(cs) to the crime(s) of Murder in violation of
17-A MRS, § 201,

2. This affidavit is intended to show that there is sufficient probable cause tor the
requested search and seizure wareant and docs not set forth all of my knowledge sbout
this matior, The statements contained in this affidavi( are based upon the following:
my own personal knowledge; knowledge obtained fiom other individuals during my
participalion in this invesiigation, including other law enforcemont o{ﬁcels; interviews
of witnesses; my teview of reeords related to this investigation; comntunications with
others who have knowledge of the events and circomstances desciibed herein; and
information gained through my ttalning and expetience.

B. Experience

1, 1, Benjamin Handlzel, am a Detective with the Maine State Police, located in the
County of Cumberland, in the state of Maine. My (raining and cxperience includes the
investigation of numerons major etiminal cases including, but not limited to, Murder,
Aggravated Assauli, Gross Sexual Assault, [ bave been a law enforcement officer for @
years, [ have nttended several law eaforcement-fraining comses both relative to

otiminal investigation in geneial and cyber-ciinie in parlicular, Thave led munerous
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Seurch Warrant AlMNdavil

investigations involving the use of digitat media or computer systems in comumitting
crimes.

I have authoved and assisted in the execution of numerous scarch-and-seizme
warrants during my {enure 45 a law enforcement officer. Aunually, ! receive 20 hours
of in-setvice {raining for law enforcement officers, which includes Maine case law,
and varions criminal law updates.

T have ruthoted and assisted in the exeoution of more than [humber ] search-and-
seiznte warrants duting my tenure as a law enforcement officer, T have spoken with
Detective Martin Royle in the Maine State Police Computer Crimes Unit (CCU) who

has informed me sbout the ability to retrieve digital evidence fiom vehicles.

C. Information concerning Motoy Vehiele Infotainment Systems

L,

T know from my training and experience and discussions with Detective Royle at the
CCU that a motor vehicle is no longer just Hmited to transportation. Many modern
mator vehicles are factory installed with entertainment and communications consoles.
These consoles are conunonly called Infotalnment Systewss, Infotginment Systems allow
drivers and/or pagsengers to connect their devices fo the digital world. Such systems
can storo and/or stream digital content to and from a variely ol devices; it may even
broadeast a wireless signal which would allow passengers to connect to the Wotld Wide
Web (Internet),

I also know that many motor vehicte Infotalnment Systoms allow a uscr fo sync {connect
snd integrate communications wirelossly and/or wilh a cable} mobile devices to a
particular motor vehicle Infotainment System. This connectivity generally allows motor
vehicle ocoupants to perform hands-firee operations such as voice calling and texting,
access dala streaming stieam services such as music, news, weatler, maps, navigation,
{raffic data, and other web based infortmation and related contont,

Furthermore, T know that Motor Vehicle Infotainment Systems commonly suppott the
importing of content and other data information ron a particular uset’s mabile device,
Such data may incluade content that may provide user miribution to patticolar usex(s) that
may include mobile device identificrs, telephone numbess, user accounts detalls,
methods of payment, passwords, PIN codes, user voice profiles and other biometric
identifiers, contact lists, cnll logs, text messages, e-mails, picturos, videos, web hisloty,
1elephone numbets, addsesses and/or GPS (Global Positioning System) coordinates, and
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Search Warrant Afficavii

other huslorical navigation information.

T know that Global Positioning System or GPS portable navigation systems associated
with Infotainment Systems usc & space-based radio-navigation system which provide
users with accurate information on position, velocity, and time anywhere in the world
and in afl weather conditions using a connected network of orbiting sateflites. GPS
portuble navigation devices can store Information in their digital memory about the
locations wheie the deviee was {o1 a petiod ol tune.

Consequently, thore is probable causc fo believe that the historical GPS data associated
with the Infotainment System will contain recorded evidonce of the physical location of
the associated vehicle and/or person(s) whenever the vehicle and/or person was moving
ot stationary, Information and evidence of the assoctated vehicle and/or person(s) travels
should contribute to idenlifying the locations from which the vehicle andfor person
departed, the locations wheie the associnted vehicle and/or person(s) traveied to and the
time the associaled vehiole and/or person(s) remained at difforont coordinales.

1 know that even after a previously connceted mobile device s removed, much historical
tive and delsted data may remain within the digital stoiage capabllities of the
Infotainment System,

T know that (hese Infotainment Systems and associated connected or previously
connected mobile devices ¢an be used to delete, create, share, and store files and other
data including navigation history, documenis, photographs, videos, electronic mail,
seatch history and other relevant live and deleted usor infoamation, Lalso know that such
devices can be used to communicate and shave information with othets and that data can
be transferred between vavious devices — wirelossly and by conuected cables.

[ also know {hat live and deleted dala recovered from Infotainment Systems may show
evidence of current, on-going, future, and past eriminal activity. Such information can
be used to identily locations, vietims, witnesses, associates and co-conspirators, [ also
know that data from these devices can often include user attribution data that can
identify the person(s) who sent, received, created, viewed, modified, or otheiwise had
control over particular conrlent.

Tlnow that it is necessavy to search live and deletod datazecovered from a digital devics,
including Infotainment systems, fiom when the digital device was first activated to whon

a device wis seized, This is specifically nccessary to cstablish that a particular device
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Search Warrand Affidavit

10

and any associated applications can be attributed fo a particnlar nser, Additionally, this
full range of time may be necessary to identify communications, contacts, calendat
eniries, pictures, videos, location information (including chats, texts, emails, web
searches, GPS, pavigation, maps, and other data) (hal may counvey comumunication
belween paities and identify suspecls, co-conspirators, assoviates, witnesses and other
individuals who may have involvement or knowledge of crimes and to establish pre-
planning, exceution, and post event information of criminal netivity, Without this
information, it may not be possible to authenticate and understand events of a pasticular
day and time in proper context and to attribute particular user or vsers of a device and
thelr nssociated applications it proper context.

1 also know that if these items are not seized and isolated from network connectivity in
a Umely manner, evidence may be destroyed, tansferred, encrypled, modified, or
otherwise lost forever, I kuow that data 1ecovered from an lnfotainment System could
be used to refite or corroborate data tecovered from other mobile devices or obtained

froin service providers.

D. Spedific probable cause

1.

I am a Detective assigned to the Maine State Polico. T have reason to believe that a
pariicular motor vehicle's Infotainment Systens and related storage media may contain
evidence ldentifying and linking, victim(s), suspect(s), and possible witness(es) to the
eritne(s) of Murder in violation of 17-A MLR.8, § 201,

Uhave done the following to determine that the vehiele operated from 07/25/2023-
10/25/2023 by Robert Card is equipped with an infotainment system which i instalied
within the center console/dashboard. On 10/25/2023 Berda Corporation informed Det,
Martin Royle the Subaryt Outback that is registered to Roberl Card that was scized 23 8
part of this investigation is equipped with an infotainment center. These systems ave
designed Lo store a vast amount of data which includes cecent destinations, favorite
locations, call logs, contact lists, SMS messages, emails, pictures, videos, social media
feeds, and the navigation history of everywhere the vebicle has tiaveled. These
systems may also record events such as the activatlon and de-activation of the vehicle's
headlights, the opening and closing of doars at a specific location, and the location of
the vehicle at the Hme Bluetooth devices are connected, This data will be acquired (o

assist law enforcement during their mvestigation. [See earlier seetion lor more detaiis]
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Scarch Wartanl Affidavit

3

o,

10,

Qn October 23, 2023, at 06:56 .M., The Lewiston Auburn Comununication Censer
received 4 veport of a male shooting a fireant inside Just-In-Vime Recreation (also
knowa as Spuretime Recreation) located at 24 Mollison Way in Lewisten, The Aubum
Communication Center sabsequently reccived numcrous 917 calls reporling multiple
victing at (s loeation.

AL07:08 DM, the Lewiston Auburn Conununication Center received multiple reports
of an active shooter inside of Schiemengecs Bar andl Grille Located rt 551 Lincoln
Street in [Lewiston,

A1 08:48 DM, Androscopgin Sherlfl”s Office (ASO) Netective Mawrice Drouin
obinined video surveillance foolage fom Schemengees Bar and Grille, The video
showed a white male, armed with a vifle, oxlt a white passenger vehicle and make
entry into the establishment. A scieenshot of the white passenger vehiole was
distributed to investigating taw enforcement personmel,

AL09:13 P.M., Maine Stale Police (MSF) Detective Vietoiia Lane made entry fulo
Jusl-ln-Time Reoreation, She observed seven (7) deceused individuals instde the
establishment with one (1} being a femule and the rest males. The vielims sustained
appavend punshot wounods. Delective Lano observed pumorans rifle cartridpes on the
ground throughout the premises,

At09:16 P.M,, Tewiston Police Dopartmont Chief David St. Pletre recoived o phone
call from N-I-_laring that a widely civculated
photograph of the shooter was her brother, Robert Card (DOR: 04-04-1983),

At 09:47 P.M, Deteotive Lane made oniry into Schemengeos Bar and Grillo, She
observed seven (7) decensed males Insido and one (1) additional deceased male was
located outside, ‘The victims each sustained apparent gunshot wounds, Deleclive Lane
observed nnerous riflo carliidges on the ground throughout the premises.

A1 09:56 P.M,, Lisbon Police Doparlment personne! located o white Subaru at the
Pejepscot boat Inunch,

At09:57 P.M,, MSP Detective Connet Walton conducted a1everse vehicle registration
senrch on Robert Card, The Burcay of Motor Vehiclos (RMV) retuin indicated that a
while 2013 Subaru Outhack bearing Maine wegisiration 9246PT) was assigned Lo
Robest Card,
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search Wuirant Alfidavit

It AU P, Lisbon Police Pepartment pessomed confinmed that ihe Subara at the

| e it o o

Pejepscot bont launch was Raber! Card's vehicle,

12, ALTO:OT M, MSY Deteolive Herbert Teighton and Det, Justin Huntley interviewed l
S R« 1 cviiston Potice Department. NJJERBstid that Robort hins beon I
delusional since February 2023 afler a bad Bieak-up with a wotwan, N-:xpluined 1;
that since tho break-up, Robert has had significant weight loss, has been hospitalized %
for mental fisalth {ssues and stopped taking preseribed medigation. r\-;uid Roberl 5
had a strong interest in firearms und owned a fot of them, (o Inolude riffes and i

handguns. She said Robert belicved there was n conspliacy involving people aceusing
him as e pedophile. Robeut belleved certain businesses were spreading this rumo
online, t\-snid {hat Just-Tn-Time Recreation, Schemengees Bar and Grille,
Gowoll’s Marke! in fitehfield, and Mixoms Nightelob in Sabattus were the businesses
Rabort bhelieved were spreading online runsors of him being a pedophile, According to
NI Robort also believed (hat some of his family members were involved in the
conspiiacy.

13, AL 11130 P.M,, MSY? Serpoant Jesse Thuda spolee with Robeil’s brothor, F.(-
I R 0| Scrocant Duda that Robert was in a efationshlp with a
womat numed “JICJIPver the past few monibs, beforo Tendcd the
relationship. REJaid thut Robert met .I.it a cownhole competition at Scheimengoes
Bar and Gritls, ‘R-said {hat ever since the 1elafionship ended, Robert sturted
wearing heming sids and had beon saying crazy things.

14. At 11:45 M., | watched a portion of the video fontage from Schemengees By and
Grille. The footage doplioied a male walking through the bar and shooting ot the
patrons, The male in the footage was similarin appearance 1o the BMV photograph of
Ruber! Card.

15. On Oclobey 26, 2023 at 01:15 AM.,, Lisbon Police Depaviraent personsel told
Lewiston Polioe Sorgeant David Lovesque, who told investigntive personnel, that they
observed « fong rifle in the Subary thet was located at the Pejepscot boat lavmeh

16. The Subary that was Tocated nt the Pejepscot boat launch was seized and transported to
a soeure location. AL02:29 A, M, Delective Lane spole with MSP Troeper Juson Wing
who cscoiled the Subaru from the Pejepscot boat launch to the seoure location.

Ticoper Wing said he observed, in plain view in the passenger avea of the vehicle,



Search Warrant AlTidavil

paperwork containing Robert Card's name. Trooper Wing confirmed that (he
vehicle's BMY registiation was assigred o Robert Card,
17, I know based on my tralning and experience the data fiom the infotainment center may

provide locations that Robert Card may fiequent or people he may communicate with,

{8. This affidavit was reviewed by AAG Lisa Bogue, AAG Bogue has been a prosecutor

for over 20 years and has reviewed hundreds of sesrch wartanls.

Parvt 1V

1. As the investigation inio the homieides at Just-In-Time Reersation and Schemengees Bar
and Grille begun to mnfold, investigalors quickly came fo belicve that Robert Card was the
assallant, Video footage depicting one of the shooting seenes showed an individual
resembling Robert commisting the shooting. A vebicle that was later detexined o be
Robert’s vehicle, that matched a deseription of the suspect’s vehicle, was Iater found
abandoned at a nearby boat launch, Furthermore, Robext's own sister, after seeing a
photograph of the shooter, called the police und said the shooter was Robert.

2, On 10/25/2023, Det, Martin Royle fiom the Maine State Police Computer Crimes Unit
was Informed by Berla Corporation that Robert Card's vehicle was equipped with an
infotainment center.

3, Based on my training and experience, I know the infotainment center may provide
location information of the vehicle at the time of the shootings as well us the location of
the vehicle in the days and weeks leading up to the shooting,

4. Based on my tealning and experience, I know the infotainment center may provide
contacts of people that Robert Cand communicates with,

Based npon my experience, etueation, aud tenining and the facts made kuown to me duving
the course of this investigation, your affinnt believes that evidence of the offense(s) Mander
may be found en the infotainment center of Robert Card’s vehicle,

A. Baged on the information reparding Vehicle Infotainment Systems, the vehicle, 4 2013
White Subara Qutback was frrvolved at the time of the ctime and the infotainment would
tetain information of communications while paired to the phone or of any locations thiven

to in the vehicle,
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Scarch Warrant Affidavit

B

Part vV

Logs of communications of Robext Card, phone and text messago logs, interactions
through posts; location history; friend lists; and other information or data tending to
show Robert Cards communicalions and lis pattem of lite,

Contenl including lecation history, mesgages, and media files; and metadata including
IP information and machine cookics; and other information or data fending to show the
lagation of Robert Card on at the time of the shootings and the days and weeks tending
up to the shootings. Location information can show pattern of life for the period
1equested to provide inculpatory ot exculpatory information. Al this time, Cuard's
tocation is unknown and this information may show locations he had beon frequenting
Public ot private communications that discuss the crime of Murder, of the motive or
reasons for the erime of Murdsr,

Media files or other data and information tending to depict the physieal appearance of
Robert Card avound the time of the c1ime or that show him owning or wearing items of
clothing at any (ime thal match the appearance of the owtfit described by
witnegs/shown on scowrity footagelelc. at time of crime,

Subscriber and other identifying information, device information and 1P logs, and
activity logs, The same subscriber information is necessary to provide evidence to
make other matesial admissible at teial,

Subscriber information, friend lists, billing information; and communication logs that
reveal {usther avenues Tor investigation, for example by revealing regulav between
Robert Card and a previously nnknown peason around the time of the crime, or by
showing cvidence of another account through  separate online servico provider, such
as o an Apple 1D that would reveal the existence of an Apple account, which itself may
confain evidence relevant {o this lnvestigation,

Any and all data stored in the infotainment ot telematics system of a white colored
2013 Subara Quiback, bearing VIN # 454BRDLC8D2257621 and ME Registation
9246PD. The vehicle is cmrently registered to Robert Card, DOB 04/04/1983 with an
address of 941 Meadow Road, Bowdoin Maine.,

[ understand that the infotalnment system will be removed within the 14 days but that
the forensic analysis will take more time, T will make a return within the 14 days
indicating that (he system has been seized and turned over for forensic analysis.

SPECIAL REQUESTS
10
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Search Watant Affidavit

A, WAIVER AND PRECLUDING NOTICE
1. [ X} Waiver of Notice to Owner o User of Electronic Device. Based ov the facts
set forth in the affidavit, and pursuant fo M.RUL Ciins, P, 41B(c) & (dy and 16 M.R.S.
88 643(2) & 649(2), it is hereby requested that the cowt order that the notification
ordinarily required under 16 MR.S. §§ 643 & 649 is walved, based on the
determination fhat such disclosw e would have an adverse tesult, meaning (1)
immedialo danger of death or setions physical injnry, (2) flight from prosecution, (3)
destiuction of or tampering with evidence, (4) intimidation of a potentinl witness, (5)
seriously jeopardizing an investigation, or (6) vudue dolay of a (vial.
B, Use of Chvilians
1. 1 also understand that In order fo successfully coinplete a forensic extraction from an
Infoteinment Sysiom it may be necessary to repair the device, veplace the scroen, 1eplace
the chassis, reconncet wites, o1 replace a battery. I also undesstand that it may be
necessary to employ advanced forensic processes to bypuss locked display sereens and
other data access restrictions. Advanced procosses may include polentially destructive
and destructive processes such as gaining root andfor Super user level access, JTAG,
ISP-JTAG and chip-off,

2. 1 yegpeotfully vequest that the warrant authorize that the executing law enforcenient
officer(s) may enfist the aid of a law enfoscement computer forensic Inboratory and/or
certified digital evidence examiner(s) to include the New York State Police in the
searching, viewing, pholographing, recording, copying, forensic imagimning, and
analysis of any and all of the information deseribed fncluding the assistance of civilian

employees of such law enforcement agencies.
WHEREFORYE, L pray that a warvant may issue authorizing  search of the
Property/Premisos deseribed above in Part for the Property/Bvidence deseribed abovein

Part ¥, aud that if such Property/Evidence be found that it shinll be seized.

T hereby swear wnder pains and penaliies of perjury that the facts set fovth in this affidavit

ave true and corvect to the best of my kuowledge, information and belief,
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Search Wuwrant Affidavit

Dated: [A?/Z’OZ'% it /J / 7g/twfm'{¢ 2.

Detect o Benjamin Handzel”
Maine State Police

Appeared before me under oath on this date the above-named Benjamin Fandzel and

signed and swore 1o the tiuth of the facts contalned in the foregoing instrument.

Dated; _10/27/2023 \) /)/

District C (t Tudfo
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